
"This is the first moment in the history 
of our planet when any species, by its 
own voluntary actions, has become a 
danger to itself-as well as to vast 
numbers of others." 
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point, Joy worries that advances in genetic, robotics, and nano

technology could prove detrimental to human existence. Chief 

among his fears is that the self-replicating technology in all of 

these fields could create legions of uncontrolled beings (clones, 

robots, or nanobots) that would swamp human life. Further

more, in Joy's view, more and more people in the Information 

Age will have access to the knowledge to make this devastation 

possible, and even an unwitting scientist could start a chain of 

events that would lead inevitably to the end of humanity. 
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As you read, consider the following questions: 

1. How soon, in Joy's view, could an intelligent robot be 

built? 

2. As the author describes it, what is gray goo and what is 

its threat to humanity? 

3. In outlining the views of other thinkers, what does Joy 

say are three possible methods of avoiding human ex
tinction in the face of overwhelming technology? 

Accustomed to living with almost routine scientific break

throughs, we have yet to come to terms with the fact that 

the most compelling 21st-century technologies-robotics, ge

netic engineering, and nanotechnology-pose a different 
threat than the technologies that have come before. Specifi

cally, robots, engineered organisms, and nanobots share a 

dangerous amplifying factor: They can self-replicate. A bomb 
is blown up only once-but one bot can become many, and 

quickly get out of control. ... 

What was different in the 20th century? Certainly, the 

technologies underlying the weapons of mass destruction 
(WMD)-nuclear, biological, and chemical (NBC)-were 
powerful, and the weapons an enormous threat. But building 
nuclear weapons required, at least for a time, access to both 
rare-indeed, effectively unavailable-raw materials and highly 
protected information; biological and chemical weapons pro
grams also tended to require large-scale activities. 

The 21st -century technologies-genetics, nanotechnology, 
and robotics ( GNR)-are so powerful that they can spawn 
whole new classes of accidents and abuses. Most dangerously, 
for the first time, these accidents and abuses are widely within 
the reach of individuals or small groups. They will not require 
large facilities or rare raw materials. Knowledge alone will en
able the use of them. 
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Thus we have the possibility not just of weapons of mass 

destruction but of knowledge-enabled mass destruction 

(KMD), this destructiveness hugely amplified by the power of 

self-replication. 

I think it is no exaggeration to say we are on the cusp of 

the further perfection of extreme evil, an evil whose possibil

ity spreads well beyond that which weapons of mass destruc

tion bequeathed to the nation-states, on to a surprising and 

terrible empowerment of extreme individuals .... 

Working from Within 

Perhaps it is always hard to see the bigger impact while you 

are in the vortex of a change. Failing to understand the conse

quences of our inventions while we are in the rapture of dis

covery and innovation seems to be a common fault of scien

tists and technologists; we have long been driven by the 

overarching desire to know that is the nature of science's 

quest, not stopping to notice that the progress to newer and 

more powerful technologies can take on a life of its own .... 

In my own work, as codesigner of three microprocessor 

architectures-SPARe, picoJava, and MAJC-and as the de

signer of several implementations thereof, I've been afforded a 

deep and firsthand acquaintance with Moore's law. 1 For de

cades, Moore's law has correctly predicted the exponential rate 

of improvement of semiconductor technology. Until [1999] I 
believed that the rate of advances predicted by Moore's law 
might continue only until roughly 2010, when some physical 
limits would begin to be reached. It was not obvious to me 
that a new technology would arrive in time to keep perfor
mance advancing smoothly. 

1. Intel Corporation's cofounder Gordon Moore hypothesized in 1965 that the number 

of transistors on an integrated circuit doubled every two years. Some observers have ex

trapolated this to suggest that computing power per unit cost follows suit. 
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But because of the recent rapid and radical progress in 
molecular electronics-where individual atoms and molecules 

replace lithographically drawn transistors-and related nanos
cale technologies, we should be able to meet or exceed the 
Moore's law rate of progress for another 30 years. By 2030, we 
are likely to be able to build machines, in quantity, a million 
times as powerful as the personal computers of today ... 

As this enormous computing power is combined with the 
manipulative advances of the physical sciences and the new, 
deep understandings in genetics, enormous transformative 
power is being unleashed. These combinations open up the 
opportunity to completely redesign the world, for better or 
worse: The replicating and evolving processes that have been 
confined to the natural world are about to become realms of 
human endeavor. 

In designing software and microprocessors, I have never 
had the feeling that I was designing an intelligent machine. 
The software and hardware is so fragile and the capabilities of 
the machine to "think" so clearly absent that, even as a possi
bility, this has always seemed very far in the future. 

But now, with the prospect of human-level computing 
power in about 30 years, a new idea suggests itself: that I may 
be working to create tools which will enable the construction 
of the technology that may replace our species. How do I feel 
about this? Very uncomfortable. Having struggled my entire 
career to build reliable software systems, it seems to me more 
than likely that this future will not work out as well as some 
people may imagine. My personal experience suggests we tend 
to overestimate our design abilities. 

Given the incredible power of these new technologies, 
shouldn't we be asking how we can best coexist with them? 
And if our own extinction is a likely, or even possible, out
come of our technological development, shouldn't we proceed 
with great caution? 
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Robotic Replacement of Humans 
The dream of robotics is, first, that intelligent machines can 
do our work for us, allowing us lives of leisure, restoring us to 
Eden. Yet in his history of such ideas, Darwin among the Ma
chines, George Dyson warns: "In the game of life and evolu
tion there are three players at the table: human beings, nature, 
and machines. I am firmly on the side of nature. But nature, I 
suspect, is on the side of the machines ... . " [Leading robotics 
researcher Hans] Moravec agrees, believing we may well not 
survive the encounter with the superior robot species. 

How soon could such an intelligent robot be built? The 
coming advances in computing power seem to make it pos
sible by 2030. And once an intelligent robot exists, it is only a 
small step to a robot species-to an intelligent robot that can 
make evolved copies of itself. 

A second dream of robotics is that we will gradually re
place ourselves with our robotic technology, achieving near 
immortality by downloading our consciousnesses; it is this 
process that [cofounder of Thinking Machines Corporation] 
Danny Hillis thinks we will gradually get used to and that [in
ventor and technology prophet] Ray Kurzweil elegantly details 
in The Age of Spiritual Machines . ... 

The Challenge of Genetic Manipulation 
But if we are downloaded into our technology, what are the 
chances that we will thereafter be ourselves or even human? It 
seems to me far more likely that a robotic existence would not 
be like a human one in any sense that we understand, that the 
robots would in no sense be our children, that on this path 
our humanity may well be lost. 

Genetic engineering promises to revolutionize agriculture 
by increasing crop yields while reducing the use of pesticides; 
to create tens of thousands of novel species of bacteria, plants, 
viruses, and animals; to replace reproduction, or supplement 
it, with cloning; to create cures for many diseases, increasing 
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our life span and our quality of life; and much, much more. 
We now know with certainty that these profound changes in 
the biological sciences are imminent and will challenge all our 
notions of what life is. 

Technologies such as human cloning have in particular 
raised our awareness of the profound ethical and moral issues 
we face. If, for example, we were to reengineer ourselves into 
several separate and unequal species using the power of ge
netic engineering, then we would threaten the notion of equal
ity that is the very cornerstone of our democracy .... 

Awareness of the dangers inherent in genetic engineering 
is beginning to grow. . . . The general public is aware of, and 
uneasy about, genetically modified foods, and seems to be re
jecting the notion that such foods should be permitted to be 
unlabeled. 

But genetic engineering technology is already very far 
along .... The USDA [U.S. Department of Agriculture] has al
ready approved about 50 genetically engineered crops for un
limited release; more than half of the world's soybeans and a 
third of its corn now contain genes spliced in from other 
forms of life. 

While there are many important issues here, my own ma
jor concern with genetic engineering is narrower: that it gives 
the power-whether militarily, accidentally, or in a deliberate 
terrorist act-to create a White Plague [a man-made plague 
that kills selectively, from Frank Herbert's science fiction novel 
of the same name]. 

The Danger of Destructive Nanotechnology 
The many wonders of nanotechnology were first imagined by 
the Nobel-laureate physicist Richard Feynman in a speech he 
gave in 1959, subsequently published under the title "There's 
Plenty of Room at the Bottom." The book that made a big 
impression on me, in the mid-'80s, was Eric Drexler's Erzgines 
of Creation, in which he described beautifully how manipula-
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tion of matter at the atomic level could create a utopian fu
ture of abundance, where just about everything could be made 
cheaply, and almost any imaginable disease or physical prob
lem could be solved using nanotechnology and artificial intel

ligences. 
A subsequent book, Unbounding the Future: The Nanotech

nology Revolution, which Drexler cowrote, imagines some of 
the changes that might take place in a world where we had 
molecular-level "assemblers." Assemblers could make possible 
incredibly low-cost solar power, cures for cancer and the com
mon cold by augmentation of the human immune system, es
sentially complete cleanup of the environment, incredibly in
expensive pocket supercomputers-in fact, any product would 
be manufacturable by assemblers at a cost no greater than 
that of wood-spaceflight more accessible than transoceanic 
travel today, and restoration of extinct species. 

I remember feeling good about nanotechnology after read
ing Engines of Creation. As a technologist, it gave me a sense 
of calm-that is, nanotechnology showed us that incredible 
progress was possible, and indeed perhaps inevitable. If nano
technology was our future, then I didn't feel pressed to solve 
so many problems in the present. I would get to Drexler's uto
pian future in due time; I might as well enjoy life more in the 
here and now. It didn't make sense, given his vision, to stay up 

all night, all the time . ... 
With these wonders came clear dangers, of which I was 

acutely aware. As I said at a nanotechnology conference in 
1989, "We can't simply do our science and not worry about 
these ethical issues." But my subsequent conversations with 
physicists convinced me that nanotechnology might not even 
work-or, at least, it wouldn't work anytime soon .... 

Then, [in 1999], [physicist] Brosl Hasslacher told me that 
nanoscale molecular electronics was now practical. This was 
new news, at least to me, and I think to many people-and it 
radically changed my opinion about nanotechnology. It sent 
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me back to Engines of Creation. Rereading Drexler's work after 
more than 10 years, I was dismayed to realize how little I had 
remembered of its lengthy section called "Dangers and Hopes," 
including a discussion of how nanotechnologies can become 
"engines of destruction." Indeed, in my rereading of this cau
tionary material today, I am struck by how naive some of 
Drexler's safeguard proposals seem, and how much greater I 
judge the dangers to be now than even he seemed to then .... 

The enabling breakthrough to assemblers seems quite likely 
within the next 20 years. Molecular electronics-the new sub
field of nanotechnology where individual molecules are circuit 
elements-should mature quickly and become enormously lu
crative within this decade, causing a large incremental invest
ment in all nanotechnologies. 

Unfortunately, as with nuclear technology, it is far easier 
to create destructive uses for nanotechnology than construc
tive ones. Nanotechnology has clear military and terrorist 
uses, and you need not be suicidal to release a massively de
structive nanotechnological device-such devices can be built 
to be selectively destructive, affecting, for example, only a cer
tain geographical area or a group of people who are geneti
cally distinct. 

Gray Goo 
An immediate consequence of the Faustian bargain in obtain
ing the great power of nanotechnology is that we run a grave 
risk-the risk that we might destroy the biosphere on which 
all life depends. 

As Drexler explained: 

"Plants" with "leaves" no more efficient than today's solar 
cells could out-compete real plants, crowding the biosphere 
with an inedible foliage. Tough omnivorous "bacteria" could 
out-compete real bacteria: They could spread like blowing 
pollen, replicate swiftly, and reduce the biosphere to dust in a 

189 



Technology and Society 

Only One, Narrow 
Vision of the Future 

We must ... refine and enlarge our understanding of what 
constitutes human progress. When the extinctionists [i.e., 
those who glumly predict the end of humanity in its cur
rent form) speak of what "we" will become, for example, do 
they really have in mind a Chinese peasant or an African 
tribesman-or are such people simply irrelevant to the fu
ture? Will the world of computers and information technol
ogy generate so much wealth and automation that no one 
will have to work? And if so, is that really a desirable fu
ture? In a classic Jewish story, a pious carter dies and God 
grants his heartfelt desire to continue to be a carter in the 
World to Come. The extinctionists are wrong to think that 
failing bodies are our only problem and better minds our 
only aspiration-just as they are wrong to ignore the real 
human hardships that could be ameliorated by a truly hu
man, rather than post-human, progress. At best, they fore
see a world that people like themselves would like. It is a 
narrow vision of the human good. 

Charles T. Rubin, New Atlantis, Spring 2003. 

matter of days. Dangerous replicators could easily be too 
tough, small, and rapidly spreading to stop-at least if we 
make no preparation. We have trouble enough controlling vi
ruses and fruit flies. 

Among the cognoscenti of nanotechnology, this threat has 
become known as the "gray goo problem." Though masses of 
uncontrolled replicators need not be gray or gooey, the term 
"gray goo" emphasizes that replicators able to obliterate life 
might be less inspiring than a single species of crabgrass. They 
might be superior in an evolutionary sense, but this need not 
make them valuable. 
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The gray goo threat makes one thing perfectly clear: We 
cannot afford certain kinds of accidents with replicating as
semblers. 

Gray goo would surely be a depressing ending to our hu
man adventure on Earth, far worse than mere fire or ice, and 
one that could stem from a simple laboratory accident. Oops. 

Uncontrolled Self-Replication 
It is most of all the power of destructive self-replication in ge
netics, nanotechnology, and robotics ( GNR) that should give 
us pause. Self-replication is the modus operandi of genetic en
gineering, which uses the machinery of the cell to replicate its 
designs, and the prime danger underlying gray goo in nano
technology. Stories of run-amok robots like the Borg [a ro
botic race from Star Trek: The Next Generation], replicating or 
mutating to escape from the ethical constraints imposed on 
them by their creators, are well established in our science fic
tion books and movies. It is even possible that self-replication 
may be more fundamental than we thought, and hence 
harder-or even impossible-to control. A recent article by 
Stuart Kauffman in Nature titled "Self-Replication: Even Pep
tides Do It" discusses the discovery that a 32-amino-acid pep
tide can "autocatalyse its own synthesis." We don't know how 
widespread this ability is, but Kauffman notes that it may hint 
at "a route to self-reproducing molecular systems on a basis 
far wider than Watson-Crick base-pairing [the standard pair
ing in DNA]." 

In truth, we have had in hand for years clear warnings of 
the dangers inherent in widespread knowledge of GNR tech
nologies-of the possibility of knowledge alone enabling mass 
destruction. But these warnings haven't been widely publi
cized; the public discussions have been clearly inadequate. 
There is no profit in publicizing the dangers. 

The nuclear, biological, and chemical (NBC) technologies 
used in 20th-century weapons of mass destruction were and 
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are largely military, developed in government laboratories. In 
sharp contrast, the 21st-century GNR technologies have clear 
commercial uses and are being developed almost exclusively 
by corporate enterprises. In this age of triumphant commer
cialism, technology-with science as its handmaiden-is de
livering a series of almost magical inventions that are the 
most phenomenally lucrative ever seen. We are aggressively 
pursuing the promises of these new technologies within the 
now-unchallenged system of global capitalism and its mani
fold financial incentives and competitive pressures. 

This is the first moment in the history of our planet when 
any species, by its own voluntary actions, has become a dan
ger to itself-as well as to vast numbers of others .... 

The Need to Respect Life 
I remember from my childhood that my grandmother was 
strongly against the overuse of antibiotics. She had worked 
since before the first World War as a nurse and had a com
monsense attitude that taking antibiotics, unless they were ab
solutely necessary, was bad for you. 

It is not that she was an enemy of progress. She saw much 
progress in an almost 70-year nursing career; my grandfather, 
a diabetic, benefited greatly from the improved treatments 
that became available in his lifetime. But she, like many level
headed people, would probably think it greatly arrogant for 
us, now, to be designing a robotic "replacement species," when 
we obviously have so much trouble making relatively simple 
things work, and so much trouble managing-or even under
standing-ourselves. 

I realize now that she had an awareness of the nature of 
the order of life, and of the necessity of living with and re
specting that order. With this respect comes a necessary hu
mility that we, with our early-21st-century chutzpah [audac
ity], lack at our peril. The commonsense view, grounded in 
this respect, is often right, in advance of the scientific evi-
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dence. The clear fragility and inefficiencies of the human
made systems we have built should give us all pause; the fra
gility of the systems I have worked on certainly humbles me. 

We should have learned a lesson from the making of the 
first atomic bomb and the resulting arms race. We didn't do 
well then, and the parallels to our current situation are 
troubling .... 

Now, as then, we are creators of new technologies and 
stars of the imagined future, driven-this time by great finan
cial rewards and global competition-despite the clear dan
gers, hardly evaluating what it may be like to try to live in a 
world that is the realistic outcome of what we are creating 
and imagining. 

Defenses Against the Future 
In 1947, The Bulletin of the Atomic Scientists began putting a 
Doomsday Clock on its cover. For more than 50 years, it has 
shown an estimate of the relative nuclear danger we have 
faced, reflecting the changing international conditions. The 
hands on the clock have moved 15 times and today, standing 
at nine minutes to midnight, reflect continuing and real dan
ger from nuclear weapons. The recent addition of India and 
Pakistan to the list of nuclear powers has increased the threat 
of failure of the nonproliferation goal, and this danger was re
flected by moving the hands closer to midnight in 1998. 

In our time, how much danger do we face, not just from 
nuclear weapons, but from all of these technologies? How 
high are the extinction risks? 

The philosopher John Leslie has studied this question and 
concluded that the risk of human extinction is at least 30 per
cent, while Ray Kurzweil believes we have "a better than even 
chance of making it through," with the caveat that he has "al
ways been accused of being an optimist." Not only are these 
estimates not encouraging, but they do not include the prob
ability of many horrid outcomes that lie short of extinction. 
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Faced with such assessments, some serious people are al
ready suggesting that we simply move beyond Earth as quickly 
as possible. We would colonize the galaxy using von Neumann 
probes, which hop from star system to star system, replicating 
as they go. This step will almost certainly be necessary 5 bil
lion years from now (or sooner if our solar system is disas
trously impacted by the impending collision of our galaxy 
with the Andromeda galaxy within the next 3 billion years), 
but if we take Kurzweil and Moravec at their word it might be 
necessary by the middle of this century. 

What are the moral implications here? If we must move 
beyond Earth this quickly in order for the species to survive, 
who accepts the responsibility for the fate of those (most of 
us, after all) who are left behind? And even if we scatter to the 
stars, isn't it likely that we may take our problems with us or 
find, later, that they have followed us? The fate of our species 
on Earth and our fate in the galaxy seem inextricably linked. 

Another idea is to erect a series of shields to defend against 
each of the dangerous technologies. The Strategic Defense Ini
tiative, proposed by the [Ronald] Reagan administration, was 
an attempt to design such a shield against the threat of a 
nuclear attack from the Soviet Union. But as [science fiction 
author and inventor] Arthur C. Clarke, who was privy to dis
cussions about the project, observed: "Though it might be 
possible, at vast expense, to construct local defense systems 
that would 'only' let through a few percent of ballistic missiles, 
the much touted idea of a national umbrella was nonsense. 
Luis Alvarez, perhaps the greatest experimental physicist of 
this century, remarked to me that the advocates of such 
schemes were 'very bright guys with no common sense."' 

Clarke continued: "Looking into my often cloudy crystal 
ball, I suspect that a total defense might indeed be possible in 
a century or so. But the technology involved would produce, 
as a by-product, weapons so terrible that no one would bother 
with anything as primitive as ballistic missiles." 
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In Engines of Creation , Eric Drexler proposed that we build 
an active nanotechnological shield-a form of immune system 
for the biosphere-to defend against dangerous replicators of 
all kinds that might escape from laboratories or otherwise be 
maliciously created. But the shield he proposed would itself be 
extremely dangerous-nothing could prevent it from develop
ing autoimmune problems and attacking the biosphere itself. 

Similar difficulties apply to the construction of shields 
against robotics and genetic engineering. These technologies 
are too powerful to be shielded against in the time frame of 
interest; even if it were possible to implement defensive shields, 
the side effects of their development would be at least as dan
gerous as the technologies we are trying to protect against. 

Limit Technology to Avoid Extinction 
These possibilities are all thus either undesirable or unachiev
able or both. The only realistic alternative I see is relinquish
ment: to limit development of the technologies that are too 
dangerous, by limiting our pursuit of certain kinds of knowl
edge. 

Yes, I know, knowledge is good, as is the search for new 
truths. We have been seeking knowledge since ancient times. 
Aristotle opened his Metaphysics with the simple statement: 
"All men by nature desire to know." We have, as a bedrock 
value in our society, long agreed on the value of open access 
to information, and recognize the problems that arise with at
tempts to restrict access to and development of knowledge. In 
recent times, we have come to revere scientific knowledge. 

But despite the strong historical precedents, if open access 
to and unlimited development of knowledge henceforth puts 
us all in clear danger of extinction, then common sense de
mands that we reexamine even these basic, long-held 
beliefs .... 

The new Pandora's boxes of genetics, nanotechnology, and 
robotics are almost open, yet we seem hardly to have noticed. 
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Ideas can't be put back in a box; unlike uranium or pluto
nium, they don't need to be mined and refined, and they can 
be freely copied. Once they are out, they are out. [British 
statesman Winston] Churchill remarked, in a famous left
handed compliment, that the American people and their lead
ers "invariably do the right thing, after they have examined 
every other alternative." In this case, however, we must act 
more presciently, as to do the right thing only at last may be 
to lose the chance to do it at all. 

As [Henry David] Thoreau said, "We do not ride on the 
railroad; it rides upon us"; and this is what we must fight, in 
our time. The question is, indeed, Which is to be master? Will 
we survive our technologies? ... 

Knowing is not a rationale for not acting. Can we doubt 
that knowledge has become a weapon we wield against our
selves? 

The experiences of the atomic scientists clearly show the 
need to take personal responsibility, the danger that things 
will move too fast, and the way in which a process can take 
on a life of its own. We can, as they did, create insurmount
able problems in almost no time flat. We must do more think
ing up front if we are not to be similarly surprised and 
shocked by the consequences of our inventions. 

My continuing professional work is on improving the reli
ability of software. Software is a tool, and as a toolbuilder I 
must struggle with the uses to which the tools I make are put. 
I have always believed that making software more reliable, 
given its many uses, will make the world a safer and better 
place; if I were to come to believe the opposite, then I would 
be morally obligated to stop this work. I can now imagine 
such a day may come. 

This all leaves me not angry but at least a bit melancholic. 
Henceforth, for me, progress will be somewhat bittersweet. 

Do you remember the beautiful penultimate scene in [the 
film] Manhattan where Woody Allen is lying on his couch and 
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talking into a tape recorder? He is writing a short story about 
people who are creating unnecessary, neurotic problems for 
themselves, because it keeps them from dealing with more un
solvable, terrifying problems about the universe. 

He leads himself to the question, "Why is life worth liv
ing?" and to consider what makes it worthwhile for him: Grou
cho Marx, Willie Mays, the second movement of the Jupiter 
Symphony, Louis Armstrong's recording of "Potato Head 
Blues," Swedish movies, Flaubert's Sentimental Education, Mar
lon Branda, Frank Sinatra, the apples and pears by Cezanne, 
the crabs at Sam Wo's, and, finally, the showstopper: his love 
Tracy's face. 

Each of us has our precious things, and as we care for 
them we locate the essence of our humanity. In the end, it is 
because of our great capacity for caring that I remain optimis
tic we will confront the dangerous issues now before us. 
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